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Source of radiation  Radiation dose 
(mSV) 

10 hours  airplane flight  0.03 

Chest X-ray  0.05 

CT scan  10 

Annual  natural background 2.4 





Indicative dose range (mSV) Effects on human body  

Up to 10 
No direct evidence on 

human health effects 

10-1000 

No early effects; increased 

incidence of certain cancers 

in exposed populations at 

higher doses 

1000-10,000 Radiation sickness (risk of 

death); increased incidence of 

certain cancers in exposed 

populations 

Above 10,000 Always fatal 





Age Group (years) Multiplication 

factor for risk 

<10 x 3 

10-20 x 2 

20-30 x 1.5 

30-50 x 0.5 

50-80 x 0.3 

80+ Negligible risk 

MoreMore  refinementsrefinements  cancan  bebe  usedused  inin  orderorder  toto  considerconsider  attributableattributable  

lifetimelifetime  riskrisk..    TheThe  multiplicativemultiplicative  riskrisk  projectionprojection  modelmodel  cancan  bebe  differentdifferent  

forfor  malesmales  andand  females,females,  alwaysalways  relativelyrelatively  higherhigher  forfor  femalesfemales..    



Radio sensitive Radio resistant 

Breast tissue Heart tissue 

Bone marrow cells Large arteries 

Mucosa lining of small 

intestines 
Large veins 

Sebaceous (fat) glands of skin Mature blood cells 

Immune response cells Neurons 

All stem cell populations Muscle cells 

Lymphocytes 



Organ 
Tissue weighting 

factor  

Gonads 0.20 

Colon, Bone marrow (red), Lung, Stomach 0.12 

Bladder. Chest, Liver, Thyroid gland. 

Oesophagus 
0.05 

Skin, Bone surface 0.01 

Adrenals, brain, small intestine, kidney, 

muscle, pancreas, spleen, thymus, uterus 

0.05 













CT examinations Effective  

dose (mSv) 

Equivalent 

number of  PA chest 

radiographies 

Head 2 100 

Neck 3 150 

Calcium scoring  3 150 

Pulmonary angiography  5.2 260 

Spine  6 300 

Chest  8 400 

Coronary angiography  8.7 435 

Abdomen  10 500 

Pelvis  10 500 

Virtual colonoscopy  10 500 

Chest(pulmonary embolism) 15 750 



Current  Medical PracticeCurrent  Medical Practice  
TheThe  radiographies,radiographies,  CTCT--ss  andand  generallygenerally  XraysXrays  investigationsinvestigations  cancan  savesave  

lifeslifes  butbut  theirtheir  highhigh  levellevel  radiationradiation  dosesdoses  cancan  affectaffect  peoplepeople  healthhealth..  MoreMore  

andand  moremore  patientspatients  areare  investigatedinvestigated  byby  radiographiesradiographies  andand  CTsCTs    andand  

thesethese  kindkind  ofof    investigationsinvestigations  usingusing  radiologicalradiological  methodsmethods  stronglystrongly  

increasesincreases  thethe  cumulativecumulative  radiationradiation  dosedose  receivedreceived  byby    patientspatients..    

TheThe  pilotpilot  studystudy  fromfrom  BucharestBucharest  hashas  revealedrevealed  manymany  casescases  ofof  overover  passingpassing  

thethe  maximummaximum  cumulativecumulative  dosedose  onlyonly  duringduring  oneone  singlesingle  hospitalizationhospitalization..  



TheThe  systemsystem  providesprovides  thethe  replicationreplication  ofof  thethe  informationinformation  storedstored  inin  

centralcentral  databases,databases,  locallocal  databasesdatabases  andand  patientpatient  cardscards  toto  covercover  allall  thethe  

followingfollowing  possiblepossible  situationssituations::  

1.1. TheThe  patientpatient  goesgoes  toto  thethe  doctordoctor  withoutwithout  thethe  patientpatient  cardcard..  

2.2. TheThe  patientpatient  goesgoes  toto  thethe  doctordoctor  withwith  nono  cardcard  andand  thethe  hospitalhospital  unit’sunit’s  

informationinformation  systemsystem  doesdoes  notnot  havehave  accessaccess  toto  thethe  centralcentral  databasedatabase  

(ex(ex::  forfor  mobilemobile  laboratories)laboratories)..  

3.3. TheThe  patientpatient  presentspresents  thethe  cardcard  toto  thethe  doctordoctor  butbut  thethe  doctordoctor  doesdoes  notnot  

havehave  accessaccess  toto  anyany  databasedatabase  (local(local  oror  central)central)..  

InIn  addition,addition,  thethe  systemsystem  providesprovides  applicationsapplications  forfor::  

1.1. ViewingViewing  inin  realreal  timetime  thethe  historyhistory  ofof  investigations,investigations,    

2.2. AidingAiding    inin  takingtaking  thethe  adequateadequate  decisionsdecisions  regardingregarding  thethe  indicationindication  ofof  

investigationsinvestigations  accordingaccording  toto  thethe  currentcurrent  calculatedcalculated  cumulativecumulative  dosesdoses  

andand  thethe  maximummaximum  dosesdoses  

3.3.   PerformingPerforming  ofof  variousvarious  periodicperiodic  



TheThe  proposedproposed  systemsystem  includesincludes  

thethe  followingfollowing  modulesmodules::  

   ApplicationsApplications  runningrunning  onon  

smartsmart  cards,cards,  calledcalled  onon  cardcard  

applicationsapplications..    

   OffOff--cardcard  applicationsapplications  thatthat  

areare  runningrunning  onon  medicalmedical  

stationsstations..    

   AA  datadata  basebase  thatthat  recordsrecords  

allall  thethe  necessarynecessary  informationinformation..  

   TheThe  securitysecurity  solutionssolutions  suchsuch  

asas  publicpublic  keykey  infrastructureinfrastructure      

PKIPKI  inin  orderorder  toto  achieveachieve  aa  highhigh  

levellevel  ofof  securitysecurity  ofof  recordingrecording  

andand  retrievingretrieving  datadata  



1.1. TheThe  applicationapplication  ensuresensures  aa  securedsecured  authenticationauthentication  ofof  doctorsdoctors  andand  

patientspatients  usingusing  digitaldigital  certificatescertificates  andand  cryptographiccryptographic  hardwarehardware..  TheThe  

wholewhole  logiclogic  applicationapplication  isis  storedstored  inin  thethe  centralcentral  serverserver..  TheThe  clientsclients  useuse  

thethe  minimumminimum  functionalfunctional  softwaresoftware..    

2.2. TheThe  applicationsapplications  usersusers  havehave  accessaccess  throughthrough  aa  webweb  browserbrowser..    

TheThe  systemsystem  usesuses  cryptographiccryptographic  librarieslibraries  FIPSFIPS  140140--22  sausau  CCCC  

EALEAL44..(RYCOMBE,(RYCOMBE,  20132013))..  

3.3. TheThe  keyskeys  areare  RSARSA  10241024  bitsbits  minimumminimum  lengthlength..    

4.4. TheThe  cryptographiccryptographic  hardwarehardware  mustmust  supportsupport  PKCS#PKCS#1111,,  PKCS#PKCS#1515  andand  

MicrosoftMicrosoft  CryptoCrypto  APIAPI..(CRYPTSOFT,(CRYPTSOFT,  20132013))..    

5.5. TheThe  cryptographiccryptographic  hardwarehardware  mustmust  ensureensure  thethe  recoveryrecovery  ofof  thethe  

cryptographiccryptographic  contextcontext..TheThe  certificationcertification  systemsystem  ensuresensures  rollroll  ––overover  

facilitiesfacilities..    

6.6. TheThe  PKIPKI  systemsystem  hashas  anan  ownown  relationalrelational  databasedatabase  storingstoring  allall  thethe  emittedemitted  

certificatescertificates..  

7.7. TwoTwo  differentdifferent  datadata  flowsflows  willwill  bebe  implementedimplemented::  ElectronicElectronic  cardscards  flowflow  

managementmanagement  thatthat  includesincludes::  smartsmart  cardscards  issuance,issuance,  theirtheir  renewalrenewal  inin  

casecase  ofof  loss,loss,  damagedamage  oror  thefttheft..  OperationalOperational  cardscards  flowflow  managementmanagement  

includingincluding::  patientspatients  andand  doctorsdoctors  authenticationauthentication  usingusing  uniqueunique  PINsPINs.. 

Integrated System ImplementationIntegrated System Implementation 





 RadiationRadiation  effectseffects  cancan  bebe  deterministicdeterministic  oror  stochastic,stochastic,  promptprompt  oror  

delayed,delayed,  somaticsomatic  oror  geneticgenetic..  

 ExposureExposure  toto  ionizingionizing  radiationradiation  increasesincreases  thethe  futurefuture  incidenceincidence  ofof  

cancercancer..    

 TheThe  currentcurrent  medicalmedical  practicepractice  usesuses  paperpaper  formsforms  forfor  recordingrecording  thethe    

typetype  ofof  investigationsinvestigations  andand  thethe  radiationradiation  absorbedabsorbed  dosedose..  

 ModernModern  equipmentequipment  ofof  radiologicalradiological  investigationsinvestigations  isis  continuouslycontinuously  
reducingreducing  thethe  totaltotal  dosedose  ofof  radiationradiation  duedue  toto    improvedimproved  

technologies,technologies,  butbut  thethe  increasingincreasing  numbernumber  ofof  investigationsinvestigations  hashas  

determineddetermined  aa  netnet  increasedincreased  annualannual  collectivecollective  dosedose..    

 DespiteDespite  thethe  highhigh  volumevolume  ofof  imagingimaging  investigationsinvestigations  withwith  radiationradiation  
risk,risk,  aa  majormajor  lacklack  inin  monitoringmonitoring  andand  tracktrack  thethe  cumulativecumulative  radiationradiation  

dosesdoses  ofof  thethe  patientspatients  hashas  becomebecome  aa  seriousserious  problemproblem    thatthat  cancan  bebe  

solvedsolved    byby  aa  newnew  electronicelectronic  integratedintegrated  systemsystem..    

Conclusions 1 Conclusions 1   



Conclusions  2Conclusions  2  

 TheThe  newnew  system,system,  designeddesigned  onon  smartsmart  cardscards  

technologytechnology  andand  PKIPKI  infrastructure,infrastructure,  coverscovers  aa  majormajor  

needneed  ofof  thethe  healthhealth––carecare  systemsystem..  

 TheThe  pilotpilot  studystudy  fromfrom  BucharestBucharest  hashas  revealedrevealed  manymany  

casescases  ofof  overover  passingpassing  thethe  maximummaximum  cumulativecumulative  dosedose  

onlyonly  duringduring  oneone  singlesingle  hospitalizationhospitalization..    

 TheThe  SievertSievert  ((SvSv))  isis  thethe  centralcentral  unitunit  ofof    radiationradiation  dosedose  

implementedimplemented  inin  thethe  projectproject..    

 ComparedCompared  toto  classicalclassical  radiography,radiography,  CTCT  isis  aa  highhigh--

dosedose  imagingimaging  methodmethod..  CumulatingCumulating  thethe  totaltotal  effectiveeffective  

dosedose  forfor  eacheach  patientpatient  providesprovides  aa  moremore  accurateaccurate  

methodmethod  toto  generategenerate  reportsreports..  






